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Multi-Factor Authentication (MFA)

User Guide for Employer Groups and Brokers

MFA is an extra layer of security requiring multiple forms of verification to sign in to your
online account, reducing the risk of unauthorized access and better protecting your data.
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First Time MFA Setup




Initial Setup

Sign In

» To get started, sign in to your MVP Online Account using your
existing email and password credentials as you normally would.

MVP has integrated Multi-Factor Authentication (MFA) as
an additional layer of security to keep your online
account safe when you are signing in. Learn more about
how to use MFA with our MFA User Guide.

* If you do not have an existing login for your account and would like
to request one, please reach out to eSupport at

Email

esupport@mvphealthcare.com | s
» Each account representative is required to have a unique user Password
login to access their account | °

* If you are a broker/broker account representative, please  see |

reach out to MVP Broker Administration at
BrokerCustomerService@mvphealthcare.com to request Need Help?
access for multiple users Forgot Password?

* If you are an employer group HBA/account representative,
please reach out to your MVP Account Representative to
request account access for multiple users
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https://mvpb2cprod.b2clogin.com/mvpb2cprod.onmicrosoft.com/oauth2/v2.0/authorize?p=b2c_1a_signin&redirect_uri=https%3A%2F%2Faccount.mvphealthcare.com%2Fb2ccallback&response_type=code%20id_token&response_mode=form_post&client_id=12cdecd0-ab14-4eae-aa90-7a2b18d3c2fb&state=UCW01I_uogQdigDx0PVHt4rlLcylhuWD&nonce=mYDC5RCmCcteMf9fmaRdjCnPpMir59re&scope=profile%20offline_access%20openid&x-client-SKU=passport-azure-ad&x-client-Ver=4.3.2
mailto:esupport@mvphealthcare.com
mailto:BrokerCustomerService@mvphealthcare.com

Establish Your MFA Phone VR
Number e oLl sy

preferred account
authentication phone number

Protect Your Account

MVP has added Multi-Factor Authentication (MFA) as an o Enter a phone number that
N N extra layer of security to your online account. .
ThlS lS the phone E}:teraihonenumtt:::t:atyouwould Iiket:useasyour you WOUld |Ike to use as your
number that Wlll associated MFA method. A unique code will be sent to aSSOCiated MFA methOd

this number via text message or phone call, whichever is
be Used for a|| your preferred method, to verify your identity. If using ° This is the phone number
you will use to

text message, the code expires in 20 minutes.
fUtU re a CCO U nt Important! This is the phone number that will be used
authenticate your
account in the future

a Ut h e n-ti Cati O n for all future account authentication.

Country Code

‘ United States (+1) v‘

Phone Number

Text Me

* A unique code will be sent to
this number via text message
| or phone call, whichever is
your preferred method, to
verify your identity

* |f using text message, the
code expires in 20
minutes
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Start Over | Need Help?

Please note that you will have to wait 60 seconds before

you will be able to request a new code.

For assistance with multi-factor authentication (MFA),
please contact our e-Support Help Desk at
esupport@mvphealthcare.com or at 1-888-656-5695.




Authenticate Your Account

You will be prompted to authenticate your account the first
time you sign in for the day using your identified
authentication phone number

Enter Verification Code

A verification code has been sent to +1 518-810-1501.
Please enter the code below. The code will expire in 20
minutes.

Verification Code

Continue

Send New Code

Issues with your code?

Click Send New Code above to try again

Start Over | Need Help?

Please note that you will have to wait 60 seconds before

you will be able to request a new code.

For assistance with multi-factor authentication (MFA),
please contact our e-Support Help Desk at

esupport@mvphealthcare.com or at 1-888-656-5695.

« To complete your account

authentication, enter the
verification code that was sent
to you via text or phone call
and select “Continue”

* Please note that phone
calls will come from
Microsoft

* Issues with your code?

» To request a new code,
select "Send New Code”

* Please note that you will
have to wait 60 seconds
before you will be able to
enter the new code

 For additional assistance
or to update your
authentication phone
number, please contact
eSupport at

1-888-656-5695
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Daily MFA Sign In




Account Sign In &

Verification

r 4
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* Sign in to your MVP Online Account using your MVP Sign In
existing email and password credentials

* You will then be prompted to verify your identity
via text or phone call using your established MFA
phone number associated with your account

« To complete your account authentication, enter
the verification code that was sent by text or
phone call and select “"Continue”
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https://mvpb2cprod.b2clogin.com/mvpb2cprod.onmicrosoft.com/oauth2/v2.0/authorize?p=b2c_1a_signin&redirect_uri=https%3A%2F%2Faccount.mvphealthcare.com%2Fb2ccallback&response_type=code%20id_token&response_mode=form_post&client_id=12cdecd0-ab14-4eae-aa90-7a2b18d3c2fb&state=UCW01I_uogQdigDx0PVHt4rlLcylhuWD&nonce=mYDC5RCmCcteMf9fmaRdjCnPpMir59re&scope=profile%20offline_access%20openid&x-client-SKU=passport-azure-ad&x-client-Ver=4.3.2

MFA Support

For assistance with multi-factor authentication (MFA), please contact our e-Support Help Desk.

Contact: esupport@mvphealthcare.com
1-888-656-5695
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